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1. Introduction

1.1.1. Goal of the API - MDrv_HDCP_HDCP14GetM0 
Fetch hdcp1.4 M0 value.
1.1.2. Goal of the API - MDrv_HDCP_HDCP2Init 
Initialize MMIO base of hdcp22 register.
1.1.3. Goal of the API - MDrv_HDCP_HDCP2TxEnableEncrypt 
Set or clear ENC_EN signal and AUTH_DONE bit of Hdcp22 Tx module .
1.1.4. Goal of the API - MDrv_HDCP_HDCP2TxFillCipherKey 
Fill Riv and Ks^LC128 to Hdcp22 TX cipher engine.
1.1.5. Goal of the API - MDrv_HDCP_HDCP2TxGetCipherState 
Return encryption status of HDCP22 Tx.
1.1.6. Goal of the API - MDrv_HDCP_HDCP2RxProcessCipher 
Fill Riv and Ks^LC128 to Hdcp22 TX cipher engine.
1.1.7. Goal of the API - MDrv_HDCP_HDCP2RxGetCipherState 
Return encryption status of HDCP22 Rx.
1.2. Definitions, Acronyms, and Abbreviations
N/A
1.3. Reference documents

N/A
2. Presentation of The API
2.1. Overview
N/A
2.2. Role
N/A
3. API Specification
3.1. Group / class name
MDrv_HDCP_HDCP14GetM0

MDrv_HDCP_HDCP2Init
MDrv_HDCP_HDCP2TxEnableEncrypt

MDrv_HDCP_HDCP2TxFillCipherKey

MDrv_HDCP_HDCP2TxGetCipherState

MDrv_HDCP_HDCP2RxProcessCipher

MDrv_HDCP_HDCP2RxGetCipherState
3.2. Group: Output functions
3.2.1. xe "AvpOutputAlloc:Output Functions"

xe "Output Functions:AvpOutputAlloc" MS_BOOL MDrv_HDCP_HDCP14GetM0(MS_U8 u8PortIdx, MS_U8 *pu8Data);
Parameters:

	In
	u8PortIdx
	Port index.

	in
	pu8Data
	Pointer to store M0 data.


Return values:

	FALSE
	fail

	TRUE
	success


3.2.2. xe "AvpOutputAlloc:Output Functions"

xe "Output Functions:AvpOutputAlloc" MS_BOOL MDrv_HDCP_HDCP2Init(void);
Parameters:

	In
	NULL
	


Return values:

	FALSE
	fail

	TRUE
	success


3.2.3. xe "AvpOutputAlloc:Output Functions"

xe "Output Functions:AvpOutputAlloc" MS_BOOL MDrv_HDCP_HDCP2TxEnableEncrypt(MS_U8 u8PortIdx, MS_BOOL bEnable);
Parameters:

	In
	u8PortIdx
	Port Index.

	In
	bEnable
	Indicate if encryption function is enabled or not.


Return values:

	FALSE
	fail

	TRUE
	success


3.2.4. xe "AvpOutputAlloc:Output Functions"

xe "Output Functions:AvpOutputAlloc" MS_BOOL MDrv_HDCP_HDCP2TxFillCipherKey(MS_U8 u8PortIdx, MS_U8 *pu8Riv, MS_U8 *pu8ContentKey);
Parameters:

	In
	u8PortIdx
	Port Index.

	In
	pu8Riv
	Pointer of Riv data.

	In
	pu8ContentKey
	Pointer of Ks^LC128 data.


Return values:

	FALSE
	fail

	TRUE
	success


3.2.5. xe "AvpOutputAlloc:Output Functions"

xe "Output Functions:AvpOutputAlloc" MS_BOOL MDrv_HDCP_HDCP2TxGetCipherState(MS_U8 u8PortIdx, MS_U8 *pu8State);
Parameters:

	In
	u8PortIdx
	Port Index.

	In
	pu8State
	Pointer of return state.


Return values:

	FALSE
	fail

	TRUE
	success


3.2.6. xe "AvpOutputAlloc:Output Functions"

xe "Output Functions:AvpOutputAlloc" MS_BOOL MDrv_HDCP_HDCP2RxProcessCipher(MS_U8 u8PortIdx, MS_U8* pu8Riv, MS_U8 *pu8ContentKey);
Parameters:

	In
	u8PortIdx
	Port Index.

	In
	pu8Riv
	Pointer of Riv data.

	In
	pu8ContentKey
	Pointer of Ks^LC128 data.


Return values:

	FALSE
	fail

	TRUE
	success


3.2.7. xe "AvpOutputAlloc:Output Functions"

xe "Output Functions:AvpOutputAlloc" MS_BOOL MDrv_HDCP_HDCP2RxGetCipherState(MS_U8 u8PortIdx, MS_U8 *pu8State);
Parameters:

	In
	u8PortIdx
	Port Index.

	In
	pu8State
	Pointer of return state.


Return values:

	FALSE
	fail

	TRUE
	success


3.3. Error codes
N/A
3.4. Verification
N/A

4. API Usage
4.1. Usage : A Sample  
	      bRet = MDrv_HDCP_HDCP14GetM0 (u8PortIdx, *pu8Data);


4.2. Usage : A Sample  
	      bRet = MDrv_HDCP_HDCP2Init(void);


4.3. Usage : A Sample  
	      bRet = MDrv_HDCP_HDCP2TxEnableEncrypt(u8PortIdx, bEnable);


4.4. Usage : A Sample  
	      bRet = MDrv_HDCP_HDCP2TxFillCipherKey(u8PortIdx, *pu8Riv, *pu8ContentKey);


4.5. Usage : A Sample 
	      bRet = MDrv_HDCP_HDCP2TxGetCipherState(u8PortIdx, *pu8State); 


4.6. Usage : A Sample  
	      bRet = MDrv_HDCP_HDCP2RxProcessCipher(u8PortIdx, *pu8Riv, *pu8ContentKey); 


4.7. Usage : A Sample  
	      bRet = MDrv_HDCP_HDCP2RxGetCipherState(u8PortIdx, *pu8State);


